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Module 7-CLB 5/6-Introduction to the Module-Visual

IEA

Module # Topics

1 Mouse and Navigating

2 Keyboarding

3 Online Skills-Basic

4 Online Skills

5 Email = M Gmail Q  searc
| compose n- ¢

J Primar

3 inbox 3,269
O Snoozed

6 Mobile Phones

7 Safety and Security
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Are these strong passwords?

1. Sam'’s password is his phone number: 6047654321
2. Linda's password is: generosity

3. Elizabeth's password is: #v@ncOuVeR%
She uses the same password for all her online accounts as it is easier to remember just
one password.

4. Tom's password is: 1main

5.  Type the above passwords on this website: https://howsecureismypassword.net/.
Whose password is the strongest? What makes the password more difficult to crack?

Are these strong passwords?

1. Sam'’s password is his phone number: 6047654321
2. Linda's password is: generosity

3. Elizabeth's password is: #v@ncOuVeR%
She uses the same password for all her online accounts as it is easier to remember just
one password.

4. Tom's password is: 1Imain

5.  Type the above passwords on this website: https://howsecureismypassword.net/.
Whose password is the strongest? What makes the password more difficult to crack?
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Module 7-CLB 5/6-Digital Skill 1-Learn-Handout-Answer Key mlﬁ'-‘g'

Are these strong passwords?

1. Sam'’s password is his phone number: 6047654321

Answer: It is not a good idea to use personal information that is easily available. Do not
use your name, nickname, birthday, email address, or your pet's name. People who know
you well can easily guess your password.

2. Lindad's password is: generosity

Answer: Do not use words in the dictionary. Password cracking programs will try every
word in the dictionary to crack your password.

3. Elizabeth's password is: #v@ncOuVeR%
She uses the same password for all her online accounts.

Answer: Using the same password for all her different accounts is a very bad idea and
someone who gets Elizabeth's password on one of her accounts will get access to all her
other accounts.

4. Tom's password is: 1main

Answer: This password is too short. It would take a computer less than a second to crack
this password. A strong password should be at least eight characters or longer. The longer
and more complicated the password, the more secure.

5.  Type the above passwords on this website: https://howsecureismypassword.net/.
Whose password is the strongest? What makes the password more difficult to crack?

Answer: Elizabeth's password is the strongest. It uses a combination of upper and lower
case letters, numbers and symbols.
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Read the following statements and answer True or False.

1. Astrong password has at least 8 characters.
2. A strong password contains upper and lower case letters, numbers and symbols.
3. Itis a good idea to use our personal information as it is easy for us to remember.

4. Itis a good idea to use the same password for different online accounts, so we can
remember it easily.

5. Itis a good idea to use words from the dictionary.

6. Itis a good idea to paste your passwords on your computer so it is easy to remember.
7. Itis a good idea to change our passwords at least every six months.

8. Itis a good idea to write down your passwords and keep them in a safe place.

9. Itis a good idea to use a password manager — a program that remnembers your passwords
for you.
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Read the following statements and answer True or False.

1. A strong password has at least 8 characters.
Answer: True. The longer, the more secure.

2. A strong password contains upper and lower case letters, numbers and symbols.
Answer: True. This makes the password more complicated and more difficult to hack

3. Itis a good idea to use our personal information as it is easy for us to remember.

Answer: False. It is not a good idea to use personal information that is easily available. Do
not use your name, nickname, birthday, email address, or your pet's name. People who
know you well can easily guess your password

4. Itis a good idea to use the same password for different online accounts, so we can
remember it easily.

Answer: False. Using the same password for different accounts is a very bad idea and
hackers who crack the password on one account have access to all other accounts a person
has.

5. Itis a good idea to use words from the dictionary.

Answer: False. Do not use words in the dictionary. Password cracking programs will try
every word in the dictionary to crack your password.

6. Itis a good idea to paste your password on your computer so it is easy to remember it.
Answer: False. Just as it is a bad idea to leave your key in the keyhole, pasting your
password on your computer is inviting people to enter your online accounts.

7. Itis a good idea to change our passwords at least every six months.

Answer: True. Passwords get weaker over time.

8. Itis a good idea to write down your passwords and keep them in a safe place.

Answer: True. Sometimes, our complicated passwords are too tough for us to remember.
Writing them down and being able to retrieve them when you need them is a good idea. It is
no good if you can't remember all your complicated passwords. You have no access to your
accounts.

9. Itis a good idea to use a password manager — a program that remembers your passwords
for you.

Answer: True. Password managers such as Dashlane help us to remember our passwords.
The best thing? It is safe, and free, although there are options where you need to pay.
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Strong Password Checklist

|| My password has at least 8 characters; | try to make it longer.
|| My password has lowercase and uppercase letters, numbers, and symbols.
|| My password does not contain my personal information.

|| My password uses a passphrase or a combination of random words that is easy for me to
remember.

D | keep my passwords written down in a safe place in case | forget.
] change my passwords every six months.

D | use different passwords for different online accounts.

Strong Password Checklist

|| My password has at least 8 characters; | try to make it longer.
|| My password has lowercase and uppercase letters, numbers, and symbols.
|| My password does not contain my personal information.

D My password uses a passphrase or a combination of random words that is easy for me to
remember.

] keep my passwords written down in a safe place in case | forget.
] change my passwords every six months.

|| I use different passwords for different online accounts.
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Change Password (Yahoo! Mail)

EES RO G

O~
Today
[ nbox s
u Microsoft
Unread
Starred @ Yahoo
Drafts ® Google
Sent Last week
Archive ® CBC
S|
et 2019
Trash
® Cindy Lu
~ Less
® Claire P
Views Hide
P Photos
B Documents
= Travel
Folders Hide
https: hy

ttps.//ca.mail.yahoo com/d/folders/ 1 reason =invalid_crum

Theresa Fox
E m
Account Info
S* Build Intelligent Apps with Machine Learning /.1rma¢ 4 Addor Manage accounts '
Mobile number added to your account Hi Theresa, The |
Sign out

Someone added you as their recovery email Someone ¢
A food guru's top 10 tips for a healthier di... Reading this online? Sign up he Jan
Handouts Hi Theresa, | was sick yest n | borrow your handouts? Thank 2019-12-23

Party Hi Theresa, Pleas:

IEA

2019-12-23

Standingin line
wasn't in your
business plan.

1. Click on
Account Info

B3 Personal Info

Personal Info

2. Click on
Account
Security

Edit
(O Recent Activity
i= Preferences
Help
First name Last name
Theresa Fox
sender Birthday
Not disclosed December 1, 1983
https//loginyshoo.com/account/security
(—‘ S5 0O @ https://loginyahoo.com/?done =ity F%2F) b ) * * (4
yahoo/
Sign in
using your Yahoo account
Email address
theresafox43281 X
Stay signed in Forgot usemame?

3. Click on Next
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Module 7-CLB 5/6-Digital Skill 3-Learn-Handout A

Change Password (Yahoo! Mail)

« 0O @& https //login.yahoo.com/account/challenge/password?done = https%3A%2F%2Flogin yahoo com%2Faccount¥%2Fsecurity%3F scrumb%3D0&aut * * 1 @

yahoo/

yahoo/

theresafox43281

Enter password
1o finish sign in

IEA

= » O @ & https//loginyahoo.com/account/security? scrumb=hPaKcUVBHRi % x 72 @

Personal Info

Account Security

Account Security
How you sign in

0 @

4. Enter your
Current
Password.

Recent Activity Password is snabled Change password

Preferences

Secure your account with Yahoo Account Key.
See how it works

Phone numbers A

+1 (604) 765-4321 +1 more

Help

Add recovery email address

Two-step verification .

— » O @ B | https://login.yahoo.com/account/change-password?context=mc&el = 1&done=https%3A%2F%2Flogin yahoo com¥%2Faccount32F security%3Fs * * 1 e

Set a new password

Choose a password that you're not using on
other accounts.

For security, you will need to enter your new
password across all of your devices.

5. Click on
Change
password.

Show password

Continue

6. Enter your
new
password
two times.
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Module 7-CLB 5/6-Digital Skill 3-Learn-Handout A

Change Password (Yahoo! Mail)

IEA

7. Click on
Continue.

theresafox43281@yahoo.com

Don't get locked out!

Review your account recovery info

( Add email or mobile no. )

&« O ®n https:/login.yahoo.com/account/change-password/success 7cpw = 1 &context = mc&scrumb = NeV3y9lz TwvBidone = hitps % 3A%2F%2Flogin yahe ¥ w L e -
yahoo/
theresafox43281
Success!
Your password has been updated
&« O @ A | https//loginyahoo.com/account/comm-channel/refresh?cpw=18&context=mc&scrumb=NeV3ydlz Twvidone = hitps%3A%2F%2Flogin yahoo * *= L @
yahoo/ :
yahoo/
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Remind me
later.
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Module 7-CLB 5/6-Digital Skill 3-Learn-Handout A

Change Password (Yahoo! Mail)
Optional: Enter recovery email

&« O @ & | https/loginyahoo.com/account/comm-channel/refresh?ctx=cpwsuccess&done =https%3A%2F%2Flogin.yahoo.com%2Faccount¥%2Fsecurity ¥ *x 7 e -

yahoo.’ Help

yahoo/
theresafox43281@yahoo.com

Don't get locked out!

Review your account recovery info

IEA

| Mssing 1
eresafox43281@gmail.com X
theresafox43281@gmallvc¢m/ |

—

C Add email or mobile no. )

Remind me later

« > 0 0 Mg g yshoo. com s countccmem <hamneliehesh et  cpaniccessickone < hps . JAR2F X2Flogn yahoo com S sccountsF secus iy ¥ n £ e

theresalond 3281 @ yahoo.com

Don't get locked out!

Review your acoount recovery info

0

o1 (004) TOS4321

' Prresatox4 12681 omad com

pe
{ Add email or mobile no, )
N > §

9. Enter your
other email
address.
Yahoo! Will
send an
email to this
address if
you forget
your
password.

Looks good
—— ——
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10. Check your
new email.
Click on
Looks good.
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Module 7-CLB 5/6-Digital Skill 3-Learn-Handout B

Change Password (Gmail)

€ 2 0O @ |

M Gmail

https:/

mail. google.com/mail/u/0/7hl=enfinbox

Q  search mail

* = AL

IEA

1. Click on the
Settings
icon, then
click
Settings.

= M Gmail

Q Search mail

Fl> e 1-40f4 < 1]
|- Compose
Display density
Q Primary &% Social @ Promotions -
J Inbox 3 Configure Inbox
% Starred Google Help us protect you: Security advice from Google - Add ways for us to
Settings Q
© Ssnoozed me, Cindy 2 Handouts - Hi Theresa, | was sick yesterday. Can | borrow your handou
Themes
> Sent
Claire P Party - Hi Theresa, Please come to my party. Claire
B Drafts 2 Get add-ons %
S Google Community Te. Finish setting up your new Google Account - Google Hi Theresa, Welco
Send feedback
‘Thsresa v +
Help
0GB (0%) of 15 GB used Terms - Privacy - Programme Policies Gmail Setup (25%)
Manage
No recent chats
Start a new one
>
2 0 v
< » O w B | https://mail google.com/mail/u/0/7hl=en#settings/accounts * * 1 e

2. Click on
Accounts
and import
then click on
Change
password.

Theresa Fox

@ theresaroxaazsi@gmail.com v

To continue, first verify that it's you

Settings o
l— Compose
General Labels Inbo: A ts and Import + er
Q)
(J  Inbox 3
Advanced Offline Themes
% Starred m -
Change account 9! Change d °
© Snoozed
ChamgepassWord recovery options
>  Sent Other Google Account settings
. Drafts 2 Import mail and contacts: Import from Yahoo!, Hotmail, AOL, or other webmail or POP3 accounts +
i it Learn more Import mail and contacts
‘Thussa -
Send mail as: Theresa Fox <theresafox43281@gmail.com> edit info
Use Gmail f h
(Use Gmail to send from your other , 1 0 ail address
email addresses)
Learn more
Check email from other Add an email account
accounts:
Learn more
No recent chats
Start a new one
Using Gmail for work? get com email, more storage and admin tools with G Suite. Learn more
>
7 Grant access to your account: Add another account
29 s (Allow others to read and send mail
O ®a & | https/accounts.google.com/signin/v2/sl/pwd?service = accountsettings&passive = 1209600&osid = 1 &continue = https%3A%2F %2F myaccount.ge e Y= 1 e
Google

ssword }

Forgot password?

English (United Kingdom) ~ Help  Privacy  Terms

3. Enter your
current
password.
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Module 7-CLB 5/6-Digital Skill 3-Learn-Handout B

Change Password (Gmail)

(0 o (0] (A

https://myaccount.google.com/u/0/signinoptions/password?hl=en-GB&rapt = AEjHLAPRGaSq8bXIPGIMgUfB_SXfhyOubJlkOzo2FW-Yv7r7_3Vzelt % *t 1 ©&
Google Account ® = @
< Password

Choose a strong password and don't reuse it for other accounts. Learn more

Changing your password will sign you out of all your devices, including your phone. You will need to enter
your new password on all your devices

IEA

| 8

Password strength
Use at least 8 characters, Don't use a password
from another site or something too obvious like

your pet's name. Why?

)

CHANGE PASSWORD

4. Enter your
new
password.

5. Enter your
new
password
again.

< 2> 0 @

https://myaccount.google.com/secureaccount/welcome?ft=38&hl=en_GB&uapt=AEHLAMVYKum9IWA3wSmCbZaNkgvyhZ7m3hsTOFiHjPXRmOV * = 4L e

Google Account

¢« Security Check-up

Account
Your password was changed

Now take a minute to review your recovery info and security settings to

bd)

make sure that they are accurate and up to date

YouTube Play Gmail
GET STARTED

Contacts Drive Calendar

o
-

6. Click here to
open up your
Google apps.

7. Click on the
Gmail icon
to go back to
your Gmail
account.

Translate Photos Shopping
~

R cadonG Nob=kh

O @ & | https//mail google.com/mail/u/0/7tab=km#inbox ¥ = 7 @

Bl s 1-50f 5 < > B o
l- Compose
O Primary a% Social @ Promotions _‘
(J Inbox 4
% Starred Google Security alert - Your was changed fox43281@gmail.com The passwo. 15:18
© Snoozed Google Help us protect you: Security advice from Google - Add ways for us to make sure that 24/12/2019
> Sent
me, Cindy 2 Handouts - Hi Theresa, | was sick yesterday. Can | borrow your handouts? Thanks, Cin. 23/12/2019
B Drafts 2 iy
. Claire P Party - Hi Theresa, Please come to my party. Claire 23/12/2019
Google Community Te. Finish setting up your new Google Account - Google Hi Theresa, Welcome to Google 18/12/2019
0GB (0%) of 15 GB used Terms - Privacy - Programme Policies Last account activity: 2 minutes ago
Manage Details
>

M Gmail Q  search mail = @ i °

You will see
this page.
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Module 7-CLB 5/6-Digital Skill 3-Learn-Handout B

Change Password (Gmail)
Optional: Enter recovery email or recovery phone number

IEA

1. Click on Get
Started.

2. Click Add.
You can
choose
Phone
number or
Recovery
email. We've
chosen
Recovery
email here.

¢ Google

Add recovery email
0 theresafox43281@gmail.com

Add a recovery email so that Google can reach you if
there's unusual activity on your account, or if you get locked
out

Enter your email

& » O 3 https//myaccount.google.com/secure wel ?ft=3&hl=en_GB&rapt=AEHLANNOEOIMCAdG_MhgKjqP_o2kidgFFKpag3u7DkUIR00Iw = L e
Google Account @ o
<« Security Check-up
Your password was changed
Now take a minute to review your recovery info and security settings to :
I t they are accurate and up to date
GET STARTED
&« » O @R ) | https,//myaccount.google.com/security-checkup/2/17ft=38&hl=en_GB&apt=AEHLAMVYKum9V 5mCbZaNkgvyhZ7im3hs TOFiHjPxRmOW;C s 1 e -
Google Account i 0
Sign-in & recovery A
Add ways to verify that it's you
These can be used to make sure that it's really you signing 9
in or if there's suspicious activity in your account
%L Phone number Add
8 Recovery email
° Your devices
v
1 signed-in device
9 Recent security events o
7 recent events
Continue to vour Gaagle Account
&« O @ ) | https://myaccount.google.com/signinoptions/recovery-options-collection?oev=Iytf%3D7%26wvtx%3D6%26trs% 3Dsae&utm_medium =App&us * 1 e

theresafox43281 @yahoo,conﬂ
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3. Enter your
recovery
email.
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Module 7-CLB 5/6-Digital Skill 3-Learn-Handout B

Change Password (Gmail)
Optional: Enter recovery email or recovery phone number

IEA

& O o } | https://myaccount.google.com/signinoptions/recovery-options-collection?oev=Iytf%3D7%26wvtx%3Df s%3Dsae&utm_medium=App&ut e *x 1 &
¢ Google
Success!
Recovery email: theresafox43281@yahoo.com
You can update this at any time in your Google Account.
&« » O @ B | https://myaccount.google com/security-checkup/2/12ft=3&hl=en_GB&rapt=AEjHLAMVYKumIWA3wSmCbZaNkgvyhZ7m3hsTOFiHjPXRmOW]C * ¥~ 1 -2

Google Account

@  Sign-in & recovery

Recovery email added

Now Google can help you If there's suspicious activity or you're locked out
of your

of your account

M|

- e
1 verification method

Google can use this to make sure that it's really you signing in o If there's
suspicious activity in your account
v Phone number

‘e Add
No number

Recovery emall
B eress foxd3281@yahoo.com 7

) Your devices

1 signed-in device

4. Click Done

You will see
this page.

ISSofBC DIGITAL LITERACY CURRICULUM RESOURCE ¢ MODULE 7: SAFETY AND SECURITY o CLB 5/6  VISUALS & HANDOUTS

15



Module 7-CLB 5/6-Digital Skill 3-Learn-Handout C

Change Password (Outlook)

(7 =g (0F o)

Outlook

New message

v Favorites

£ Inbox 3
P Sent Items

¢ Drafts 4
B Archive

Add favorite

> Folders
Vv Groups
9 Upgrade to Office

365 with premium
Outlook features

https://outlook live.com/mail/0/inbox

L search

) Mark all as read

) ¢ Focused =3 Other Filter
° Cindy Lu
Party Mon 1
Hi Theresa, Please come to my party. Clair
° Cindy Lu ¢
> Handouts Mon 12-2
Hi Theresa, | was sick yesterday. Can | borr

Microsoft Store
Congrats! Your Microsoft Fri 12-20
Enjoy easy access to all your go-to service

@ Microsoft OneDrive

Your new OneDrive is alm. Fri 12-20

Welcome to your new OneDrive! There's a

o Outlook Team
Welcome to your new Out... Wed 12-18

Hi Theresa, Welcome to your new Outlook

Select an item to read

My account X

Theresa Fox
theresafox43281@outlook.com

M

IEA

My account

Subscriptions

Try Office 365 for free!

Be more productive - try
Office 365 including
Powerpoint, Word, Excel,
OneNote, and more.

Theresa Fox 8 28

Set up a way to pay

P billing

More actions

2 Edit profile

= View inbox
Devices

= i} £
& O @ £ https//account microsoft.com/ * * 7 &
B Microsoft | Account Yourinfo Pivacy Security Rewards  Payment&billing v Services & subscriptions  Devices  Family o w

Earn & redeem points

rds

]

Manage your devices
De

Add

1. Click My
account.

Discover

&  Change password

% 9

s
va AL

One happy connected family Get support for your device

Update your software,
schedule repairs, and more.

Share stuff, stay organized,
and keep kids safer online.

= ¢
e =

Discover Microsoft Services

Access the full lineup of free
Microsoft products and

2. Click More
actions then
Change
password.

services with your
Account.

ISSofBC DIGITAL LITERACY CURRICULUM RESOURCE ¢ MODULE 7: SAFETY AND SECURITY o CLB 5/6  VISUALS & HANDOUTS




Module 7-CLB 5/6-Digital Skill 3-Learn-Handout C | S |
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Change Password (Outlook)
(Only for first-time password changes)

<« O @ https://account live.com/proofs/Add?mkt=EN-CA&uiflavor =web&cobran 0158id=292841&mpoxt=CATB&sn=604800&ru=htt gin * = L e

mn Microsoft

theresafox43281 @outlook com Choose a P hone
Help us protect your account number or an

Passwords can be forgotten or stolen. Just in case,

irspinderbenilsdin. vttt email address. We

account if something goes wrong. We won't use this
info to spam you—just to keep your account more h h
secure. Leam more cnhose a pnone

What security info would you like to add?

. number here.

Canada (+1)

a. Enter your
phone humber
then click Next.

£ O @ account lve com v A o -

=] Microsoft

theresafoud 3281 @outlock.com

Enter code

b. Enter the code
that was sent to
your phone.

c. Click Next.

— () ' Togen rve com,

BS Microsoft

theresafox43281@outlook.com

Verify your identity

d. Click here.
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Module 7-CLB 5/6-Digital Skill 3-Learn-Handout C

Change Password (Outlook)
(Only for first-time password changes)

< O @& Yogn bve com

B® Microsoft

+ theresafox43281@outlook.com

Verify your phone number

& O @ togpn e com * = L @

27 Microsoft

* theresafoxd3281@outlook.com

Enter code

B® Microsoft

theresafox43281@outlook.com

Break free from your passwords

L

e. Enter the last
four digits of
your phone
number.

f. Click Send code.

g. Enter the code
you received on
your phone.

h. Click Verify.

i. Click No thanks.

ISSofBC DIGITAL LITERACY CURRICULUM RESOURCE ¢ MODULE 7: SAFETY AND SECURITY o CLB 5/6  VISUALS & HANDOUTS

18



Module 7-CLB 5/6-Digital Skill 3-Learn-Handout C

Change password (Outlook)

O @ B | https://account live.com/password/change?refd=account microsoft. com&fref=home.t

BY Microsoft | Account Yourinfo Privacy Security Rewards  Payment & biling

Change your password

A strong password helps prevent unauthorized access to your email account

rrent password

Current password f I
Forgo .

anner.profile

Services & subscriptions  Devices

o= L e

Family ol =]

IEA

D Make me change my password every 72 days

okl ‘:

&« » O ® https://account.microsoft.com/security

* = L e

3. Enter your
current
password.

4. Enter your
new
password

5. Enter your
new
password
again.

6. Click Save.

B® Microsoft (| Account Y Tty v T

Security Change pasword

Last update: 1/

Change >

Security basics

Manage your password, protect your account, and view additional security resources.

%

Two-step verification
OFF

Turn on >

/ SR of

Sign-in activity Password security Security contact info More security options
See when and where you've Help keep your account safer We'll use this info to contact Try the latest se(umm—
(5 > O @ £ hitps//accountmicrosoft.com e x 72 @

=' Microsoft | Account Yourinfo Privacy Security Rewards  Payment & billing

Services & subscriptions  Devices

Theresa =
Q theresafc o Set up a way to pay

Add a profile pi Payment & billing

More actions Setup >

Tell me more >

Family P RV (A

el

Manage your devices
De

Add a device >

2 Edit profile

7. Click
Account.

3 View inbox
Subscriptio Devices

&  Change password

" o XS ne
EES® Ve AL

Discover

Try Office 365 for free! One happy connected family Get support for your device
Be more productive - try Share stuff, stay organized, Update your software,
Office 365 including and keep kids safer online. schedule repairs, and more.

Powerpoint, Word, Excel,
OneNote, and more.

& ¢
. &

Discover Microsoft Services

Access the full lineup of free
Microsoft products and

services with your Miccasgft
Account. [RSEEZEELEER y
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back to your
email
account.
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Stealing Personal Information

What do criminals want?

‘ J
AN
ﬁ @

They want to steal your personal information.
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Catching Victims

Oh, no!
| have a problem.
| am afraid.

L

OO Y QM

Q

mobile
phone
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Catching Victims
Yay!
| have a surprise gift.
| am excited.
- Government A N
- ; A Uy <
\ tax refund s i

[EESRNEY
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Hyperlink Styles

e box
e different colour
e underlined

Amazon Support <amazon24@poisirniugjniir.coms E1 Nov. 16 at 4:58 p.m.

amazon Payment Declined
1

Hello Customer,

We are having trouble authorizing your payment for the items below. Please
verify or update your payment method. If your payment information is correct
(such as expiry date and billing address), please contact your bank for more
details.*

Total Pending Payment:  $80.34

Payment Method: Debit Card/credit card

Learn more aboutTesolving declined payments.

We hope to see you again soon.
Amazon.com

*Your bank may have declined the charge if the name, expiration dste, or ZIP code you entered does not maich
the bank’s informstion. If your card has expired, you recently moved, or you received a new card from your bank,
you may need to updste the card number, expiration date, and ZIP code to ensure your card continues to work
If the payment details you entered are correct, we suggest using the phone number on the back of your card fo
contact your bank to learn more sbout their policies. Please have the exsct dollar smount and detsils of this
purchase when you call your bank

If paying by credit card is not an option, buy Amazon.com Gift Card claim codes with cash from authorized
resellers at a store near you

This email was sent from s notification-only address that cannot accept incoming emsil. Please do not reply fo

this message
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Identifying Phishing Emails

Amazon Support <amazon24@poisirniuajniir.coms Eq Nov. 16 at 4:58 p.m.

amazon Payment Declined
7

Hello Customer,

We are having trouble authorizing your payment for the items below. Please
verify or update your payment method. If your payment information is correct
(such as expiry date and billing address), please contact your bank for more
details.*

Order Details
Order #114-7374512-0353037

Total Pending Payment:  $80.34
Payment Method: Debit Card/credit card

Learn more about resolving declined payments.

We hope to see you again soon.
Amazon.com

*Your bank may have declined the charge if the name, expiration dste, or ZIP code you entered does not maich
the bank’s informstion. If your card has expired, you recently moved, or you received a new card from your bank,
you may need to updste the card number, expiration date, and ZIP code to ensure your card continues to work
If the payment details you entered are correct, we suggest using the phone number on the back of your card fo
contact your bank to learn more sbout their policies. Please have the exsct dollar smount and detsils of this
purchase when you call your bank

If paying by credit card is not an option, buy Amazon.com Gift Card claim codes with cash from authorized
resellers at a store near you

This email was sent from a notification-only address that cannot accept incoming emsil. Please do not reply fo
this message
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Identifying Phishing Emails

not Amazon email address

Amazon Supportamazon24@poisirniugniir.coms P Nov. 16 at 4:38 pm.

not your name

amazon

Payment Declined

Hello Customer,

We are having trouble authorizing your payment for the items below. Please
verify or update your payment method. If your payment information is correct
(such as expiry date and billing address), please contact your bank for more
details.*

Companies

Update your payment method and banks
never ask this.

der Details
Order #114-7374512-0353037

What did you buy?
Do you remember?

$80.34
Payment Method: Debit Card/credit card

Total Pending Payment:

Learn more about resolving declined payments.

We hope to see you again soon.
Amazon.com

*Your bank may have declined the charge if the name, expiration date, or ZIP code you entered does not match
the bank’s informstion. If your card has expired, you recently moved, or you received a new card from your bank,
you may need to updste the card number, expiration date, and ZIP code to ensure your card continues to work
If the payment details you entered are correct, we suggest using the phone number on the back of your card to
contact your bank to learn more about their policies. Please have the exact dollar amount and detsils of this

purchase when you call your bank

If paying by credit card is not an option, buy Amazon.com Gift Card clasim codes with cash from authorized

resellers at s store nesr you

This email was sent from s notification-only sddress that cannot accept incoming email. Please do not reply fo

this message
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Phishing Clues

The email or text message:

1) makes you feel afraid or scared that your personal information/ account/loved ones are in
trouble

2) makes you feel surprised or excited about winning something
3) asks to confirm your personal information

4) has email addresses, hyperlinks and web addresses (URLs) that look like a real company’s
but is different from the real ones

5) has spelling and grammar errors
6) is unexpected and contains suspicious attachments
7) does not address you personally

-

Phishing Clues

The email or text message:

1) makes you feel afraid or scared that your personal information/ account/loved ones are in
trouble

2) makes you feel surprised or excited about winning something
3) asks to confirm your personal information

4) has email addresses, hyperlinks and web addresses (URLs) that look like a real company’s
but is different from the real ones

5) has spelling and grammar errors
6) is unexpected and contains suspicious attachments
7) does not address you personally

S

Phishing Clues

The email or text message:

1) makes you feel afraid or scared that your personal information/ account/loved ones are in
trouble

2) makes you feel surprised or excited about winning something
3) asks to confirm your personal information

4) has email addresses, hyperlinks and web addresses (URLs) that look like a real company’s
but is different from the real ones

5) has spelling and grammar errors
6) is unexpected and contains suspicious attachments
7) does not address you personally

-
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Phishing Clues (mobile phone)

In pairs, circle and identify the phishing clues.

!l Bell LTE 11:52 AM 9 65% = 3158 & =, 94% &
4 +1(438) 405-0258 >
< 416472864921 ¢C Q @
Today 11:49 AM
TD BANK ALERT: Your Online Add to contacts Block number

Banking has been Disabled for
Security Purpose. Please verify your

account by Sign in and Confirm Monday, December 23, 2019
your Details: http://bit.ly/-EasyWeb-
TD OR Visit your local Branch. o *NETELIX*
We're unable to process your last
payment.
Please sign-in and update your
billing info at:

https://netflix-1mobi.app.link
evgl 8k0dD2

to keep enjoying our services. 12:37 p.m.

M o i e
O ) ©

+: O 00 Q@ - [ ® <
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Phishing Clues (email)

From: Canada Revenue Agency (CRA) <memberlD-63692@cra-arc.gc.ca>
Date: November 21, 2019 9:29:00 AM EST

Subject: [Bulk] Tax Refund (776752) $320.50

Reply-To: memberlD-85140@cra-arc.gc.ca

I * Government Gouvernement
of Canada du Canada

Dear Canada Revenue Agency customer,

Part of your Canadian tax expenses for the year 2019 have been processed and completed. You
are entitled to a refund for CAD$988.44.

You are required to follow the secure link below to log in to our secure E-pass site with your
Social Insurance Number and complete the required details in order for your tax refund to be
processed and deposited into your account.

To access the secure form for your Tax Refund, please click here to get started.

Sincerely,
Canada Revenue Agency

© 2018 Copyright Canada Revenue Agency. All rights reserved.

« @& B -

RBC Royal Bank = - B
<q6@udue.ca> P Nov. 12 at 5:26 am

An INTERAC e-Transfer of $1950 CAD was successfully sent to you on Tuesday, 12 November 2019.
Sign into online banking to deposit funds by clicking the link below:

https:/lwww.rbcroyalbank.com.

Royal Bank of Canada Website, © 1995-2019

«a @& B -
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Phishing Clues (mobile phone)

In pairs, circle and identify the phishing clues.

< +1(438) 405-0258 >

Text Message
Today 11:4 A

D BANK ALERT Your Onlme

your Details: htth]blt ly/-EasyWeb-
D OR Visit your local Branch.

ol Bell LTE 11:52 AM 0 65% =

1. twants my
personal
information by
asking me to click
on a link.
Although, the link
address has “TD”,
it may not be true.

It tries to
scare me.

It should be “by
signing in and
confirming..”

2. Grammar mistake:

‘000

& O @

3158 & =l 94% 1

< +16472864921 & Q ¢

Add to contacts Block number

Monday, December 23, 2019

o *NETFLIX*
We're unable to process your last

Please si'gn-in and update your
billing info at:
https://netflix-1mobi.app.link

ev L8kOdD

12:37 p.m.

It wants my banking information
by asking me to click on a link.
Even though the hyperlink has
Netflix in it, | still should be careful.

B a = | T
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Phishing Clues (email)

IEA

From: Canada Revenue Agency (CRA) <memberlD-63692@cra-arc.gc.ca>

Reply-To: memberlD-85140@cra-arc.gc.ca

Date: November 21, 2019 9:29:00 AM EST

I * Government Gouvernement
of Canada du Canada

Dear Canada Revenue Agency customer,
Part of your Canadian tax expenses for th

Sincerely, It wants
Canada Revenue Agency my SIN.

Subject: {BIk] Tax Refund (776752) $320.5

are entitled to a refund for CAD$988.43-5

You are required to follow the secure link below to log in to our secure E-pass site with your
<Social Insurance NumbeFand complete the required details in order for your tax refund to be

processed and deposited into your account.

To access the secure form\or your Tax Refund, pleaso get started.

)

It's a surprise!
But the amounts
are different.

ear 2019

© 2018 Copyright Canada Revenue Agency. All rights reserved.

@« =»

have been processed and completed. You

N

[t wants me to
click on a link.

RBC email

This is not an

RBC Roval Bank address
<g6@udue.ca>

It's a surprisel Am Nov. 12 at 5:26 a.m
| expecting this?

Sign int

https:/lwww.rbcroyalbank.com.

Royal Bank of Canada Website, © 1995-2019

)

@« »

ArINTERAC e-Transfer of $1950 CAD was successfully sent to you on Tuesday, 12 November 2019.
' ing to deposit funds by clicki

\ It wants me to

log in with my
banking details.
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Antivirus icon

o Type here to search

Bitdefender
Antivirus icon
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Comparison of Free Antivirus

Circle one only: Free computer antivirus Free android antivirus

Top three antivirus recommended by the following websites:
Website 1:
1. Antivirus software name:

Advantages:

2. Antivirus software name:

Advantages:

3. Antivirus software name:

Advantages:
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Comparison of Free Antivirus

Top three antivirus recommended:
Website 2:
1. Antivirus software name:

Advantages:

2. Antivirus software name:

Advantages:

3. Antivirus software name:

Advantages:
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